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- Code of Federal Regulations of FDA: Clinical 
trials     

- Sarbanes-Oxley Act: Financial transactions

- HIPAA – Health Insurance Portability and 
Accountability Act; Canada’s PIPEDA: 
Disclosure of medical information
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 “[Information] accountability must become a primary means through 
which society addresses appropriate use.” (Weitzner et al., CACM 2008) 
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• Home Security

- Locked doors and windows (restriction)

- Sweeping front yard, cameras (accountability) 

• Bank Security 

- The vault is unlocked during business hours. 

- Easy access

- CCTV cameras everywhere
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Figure 2. Over the centuries, people have used a multitude of materials to fabricate seals, stamping them into various media- This Mesopo-
tamian cylinder seal, which is made of volcanic rock and dates to around 3000 B.c./ was rolled across clay tablets ftop lefil. A gold signet ring
from circa 500 B.c. Egypt was pressed into clay or wax blobs to seal papyrus documents (top right), Decorative gemstones were often used to
make seals for the wealthy, such as this carnelian example, which belonged to the chief store-keeper of Iran in the 5th century lo. (boltom left),
Resin, lead and other metals were later used to seal the knots of strings tied around correspondence. A metal seal secures the parchment cover
of official correspondence from Emperor Andronicus 11. from 14th century Byzantium (bottom right).

ultimately the ones who pay for the
losses. There are no official numbers,
but securitv experts calculate that 2
percent of ail freight worldwide is sto-
len. In the United States, such losses
could amount to about $50 billion a
year, but estimates range from fi2 bil-
lion to $150 billion, give or take. Tians-
porters also have to worry about drug
smugglers/ who do not steal merchan-
dise but who use shipping containers
to import contraband. Such criminals
breakinto these sealed or locked metal
enclosures, hide their wares, leave be-
hind no evidence of entry, then retum
to collect their goods later.

Tampering can thus have very se-
rious implications, in many different
areas, for safety, security,privacy, eco-
nomics and public well-being.

Inspection Gadget
There are many components in a com-
plete security system. Here I focus on
seals, devices designed to record evi-
dence of tampering. To understand
how they work, it helps to compare
them with other types of security ap-
paratus. First, consider locks, which
are normally intended only to delay,
complicate and discourage unauthor-
ized entry, it usually being difficult

and expensive, if not impossible, to
keep people from enterhg a building,
package or vehicle if they are deter-
mined to do so. (Hence, the old sayln&
"locks keep honest people honest.")
The threat of capture and punishment
should not be overlooked as a major
factor in the success of any type of se-
curity mechanism.

For critical application3, locks are of-
ten used in conjunction with intrusion
detectors, or in other words, burglar
alarms. These units most often transmit
an alert so that the police or securify
guards can descend on the point where
break-in took place. The hope is that
they can apprehend the trespassers or
at least chase them offbefore they cause
harm. Typical problems with intrusion
detectors include their cost, complefty
and tendency to go off a lot when noth-
ing is amiss. Moreover, they require
having on standby police or a private
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Roger G. lohnston has been head of the Vulnerability Assessment Team at Los Alamos National Labora-
tory (LANL) since 1992. He receiz.ted a B.A. from Carleton College in 1977, and M,S. and Ph.D. degrees
in physics from the Uniaersity of Colorado in 1983. lohnston has authored more than 90 technical pa-
pers and 45 inaited talks and holds 10 U.S. patents. He has won numerous awardL including the 2004
LANLFellows Prizefor Outstanding Research. Address: Los Alamos National Laboratory, MS 1565,
Los Alamos, NM 87 545. Internet: rogerj@lanl.goa
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Figure 2. Over the centuries, people have used a multitude of materials to fabricate seals, stamping them into various media- This Mesopo-
tamian cylinder seal, which is made of volcanic rock and dates to around 3000 B.c./ was rolled across clay tablets ftop lefil. A gold signet ring
from circa 500 B.c. Egypt was pressed into clay or wax blobs to seal papyrus documents (top right), Decorative gemstones were often used to
make seals for the wealthy, such as this carnelian example, which belonged to the chief store-keeper of Iran in the 5th century lo. (boltom left),
Resin, lead and other metals were later used to seal the knots of strings tied around correspondence. A metal seal secures the parchment cover
of official correspondence from Emperor Andronicus 11. from 14th century Byzantium (bottom right).
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alarms. These units most often transmit
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seals, devices designed to record evi-
dence of tampering. To understand
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paratus. First, consider locks, which
are normally intended only to delay,
complicate and discourage unauthor-
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package or vehicle if they are deter-
mined to do so. (Hence, the old sayln&
"locks keep honest people honest.")
The threat of capture and punishment
should not be overlooked as a major
factor in the success of any type of se-
curity mechanism.

For critical application3, locks are of-
ten used in conjunction with intrusion
detectors, or in other words, burglar
alarms. These units most often transmit
an alert so that the police or securify
guards can descend on the point where
break-in took place. The hope is that
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detectors include their cost, complefty
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could amount to about $50 billion a
year, but estimates range from fi2 bil-
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enclosures, hide their wares, leave be-
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to collect their goods later.
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rious implications, in many different
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There are many components in a com-
plete security system. Here I focus on
seals, devices designed to record evi-
dence of tampering. To understand
how they work, it helps to compare
them with other types of security ap-
paratus. First, consider locks, which
are normally intended only to delay,
complicate and discourage unauthor-
ized entry, it usually being difficult

and expensive, if not impossible, to
keep people from enterhg a building,
package or vehicle if they are deter-
mined to do so. (Hence, the old sayln&
"locks keep honest people honest.")
The threat of capture and punishment
should not be overlooked as a major
factor in the success of any type of se-
curity mechanism.

For critical application3, locks are of-
ten used in conjunction with intrusion
detectors, or in other words, burglar
alarms. These units most often transmit
an alert so that the police or securify
guards can descend on the point where
break-in took place. The hope is that
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at least chase them offbefore they cause
harm. Typical problems with intrusion
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factor in the success of any type of se-
curity mechanism.
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detectors, or in other words, burglar
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break-in took place. The hope is that
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to collect their goods later.

Tampering can thus have very se-
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dence of tampering. To understand
how they work, it helps to compare
them with other types of security ap-
paratus. First, consider locks, which
are normally intended only to delay,
complicate and discourage unauthor-
ized entry, it usually being difficult
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keep people from enterhg a building,
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mined to do so. (Hence, the old sayln&
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The threat of capture and punishment
should not be overlooked as a major
factor in the success of any type of se-
curity mechanism.
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detectors, or in other words, burglar
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guards can descend on the point where
break-in took place. The hope is that
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GUIDE TO BRITISH MEDIEVAL SEALS

40 Seal and counterseal of Simon de Montfort, earl of Leicester, c't239
An equestrian seal in hunting style, showing the rider blowing a horn and with a
hound running below, a tree behind. On the counterseal are the Montfort arms, a lion
rampant with forked tail - in the thirteenth century armorial counterseals often
replaced the gems that had been usual earlier. The counterseal' the magnate's personal
,."1, .onfir-.d the authentication of the seal, but might also be used separately on less
important documents.
Seal 7.3 cm. counterseal 3 2cm (reduced).

Bri t ish Library, Addit ional Charter 11296

(with four legs) or wyvern (with two) on those of Robert FitzWalter (early
Fistg thirteenth century), Roger de Quincy, earl of 

'winchester (1235-64), and
Malise, earl of strathearn (1271,-131,3). More radically, a few seals aban-
doned the military image altogether; instead, the rider is shown hunting,
blowing a horn and with a hound beside the horse. One example of about
1170 belonged to Robert son of Fubertus (Fulbert or Hubert), of Stenton in

Fig4o East Lothian. Others, better known, are the seals of Simon de Montfort,
father and son, earls of Leicester (c.1205-1265). We can find continental
parallels to the equestrian huntsman's seal; it is easy enough to link them
with the Montfort family, much harder to see their connection with the seal
of a mid-twelfth century knight of the Scottish Lowlands. Other late-
twelfth-century Scottish seals, however, show the rider with neither sword
nor hound, but with a hawk, engaged in falconry - the seals of william son
of John of Teviotdale in Roxburghshire and of \William de Lindsay' ancestor
of the earls of Crawford.

But if the overall design of the equestrian seal was unchanging, its details
were not; the seal-engravers kept horse and rider up-to-date in their equip-

Fig lz

Fig 4r
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Information Accountability (2)

• Tried and tested idea

• Example: Fair Credit Reporting Act (1970)

No rules on the collection of data and 
analysis but on their use (credit report).

The consumers are allowed access to 
the data.

Agencies using credit reports are 
accountable for their decisions.
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Information Accountability (3)

• Tried and tested idea

• Example: Creative Commons Licensing

Do not attempt to prevent 
the lawful use of works 
they protect by using technology, 
but rather set forth rules 
regulating the use of the works.
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Info Accountability of Fine-Grained Data

• Fragile watermarking scheme for detecting 
malicious modifications of database relations    
[Guo, Li, Liu, and Jajodia 2006].

• Efficient audit-based compliance for relational 
data retention [Hasan, Winslett, and Mitra 2009].

• Tamper detection in audit logs [Snodgrass, Yao, 
and Collberg 2004].
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Temporal 
Databases

Provenance

Temporal concepts are found throughout this area of interest.
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Approach

• Continuous assurance technology  

- provides technology-enabled auditing 

- produces audit results close to occurrence of relevant 
events

- achieves meaningful operationalization of information 
accountability.

• Cryptographic hashing captures state of database 
as it evolves.
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Forensic Analysis

• If a corruption is detected, then the forensic analysis 
phase begins.

• A forensic analysis algorithm is run as directed by the 
Database Administrator.

• Attempt to ascertain a corruption region: the bounds on 
the uncertainty of the “where” and “when” of the 
corruption.



Detection Resolution

• Temporal Detection Resolution (Rt): the finest  
granularity of temporal bounds uncertainty of a CE.

• Spatial Detection Resolution (Rs): the finest    
granularity of spatial bounds uncertainty of a CE.
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• Exception: corruption affects currently executing transaction 
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• Different solution: Exploit the Regret Interval

• The regret interval (IR) is the minimum time interval before 
any adversary can reverse the change they made.

• IR  is intrinsic to the semantics and social use of application. 
We have no control over it.

• We use an estimate  IR       IR

• No introactive corruptions: 0    IN      IV    IR     IR



Very Recent Corruptions (2)
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Shredding

• Transaction time semantics require that data are never 
physically deleted.
–  Performance overhead
–  Privacy and liability threat

• Retention period: a sliding time frame IRP

–  Determined by regulations & company policy
–  Record physically deleted after exiting  now    IRP

• Shredding ensures information restriction.
–  Breaks semantics of information accountability
–  Reconcile shredding with tamper detection and forensic 

analysis?

�
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Litigation Holds

• Litigation holds can be issued on the data for a duration of 
time as specified by a court.

• Override retention period regulations

• Litigation holds “restore” info accountability. 

• The capability to impose litigation holds prevents 
indiscriminate shredding and ensures accountability.
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Enterprise Architecture GUIs

• There are three GUIs:
- Chief Security Office (CSO)
- Database Administrator (DBA)
- Crime Scene Investigator (CSI)

• Configure the security policies by
- selecting a database to be monitored
- setting the security parameters, e.g.,     ,    ,    ,      

• Calculate the forensic cost for normal processing and 
forensic analysis

• Create corruption diagrams 

Rs N V IN
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transactions
current db state

hash value 
+ notary ID

notary ID

hash value

notary ID result new hash value 

+ notary ID

replication 
layer

result

Information Accountability in the Cloud

The new threat model may give rise to 
other temporal concepts.

Also holds for concurrency, replication, and distribution.

( Trans.
Time )



Summary

• Information Accountability

• Reference Architecture & Execution Phases
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Summary (2)

• Need to be able to capture history.

• Need to be able to revisit history.

• Need a trusted witness or at least consensus opinion
   to provide continuous assurance over time.
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The Challenge

As we have seen time arises naturally in many aspects of 
database information accountability (and in many guises).

What is the deeper structure of the fundamental connection 
between temporal databases and information security?



Thank You!

Questions?


